
 

• LOCATION  

Virginia Beach, Virginia 

 

May 2019 

 

• SUMMARY  

A city engineer opened fire on co-

workers and others at the municipal 

building killing 12 and injuring four 

more. He was described as a 

“disgruntled employee” who 

submitted an email of resignation 

hours before he attacked. The 

attacker was struck by a bullet in an 

exchange of gunfire with police. He 

later died. 

 

• ANALYSIS NOTES  

-Attacker used a suppressor on one 

of his legally purchased 45 caliber 

handguns. 

-Used his employee access control 

card to maneuver through three 

floors of the building. 

 

 
 

Analyze IT 

I N F O R M A T I O N  B E C O M E S  I N T E L L I G E N C E  W H E N  

E X A M I N E D  A N D  D E V E L O P E D .  

T H E  E V E N T  

  
SCHEDULE YOUR FACILI TY THREAT ASSESSMENT AN D TRAINING TODAY !  

No business owner, school administrator, human resources director or any other managerial position 

desires to consider the potential of violent acts perpetrated by one of their employees. However, if 

we're honest with ourselves this has crossed the mines of not only administration, but staff included. 

Analysis of security measures does not examine only what is to be expected in a workplace violence 

incident but also the unexpected (insider threats). Most of the focus should be dedicated to the more 

probable events of workplace violence (this varies for every organization) but low probability events 

need attention as well.  

Understandably not all events are predictable, though many are, we're just not examining the 

warning signs close enough.  If warning signs are missed a backup protocol must be in place for 

preventing ease of access through a facility. This is where “shut down protocols” become a part of 

a well thought out security plan.  

This procedure has the potential for stopping an active aggressor from gaining access to multiple 

locations of a building by using a stolen access card or their own (if they are an employee).  

One added component for enhancing access control is the ability to enable an immediate disabling 

of a group or individual access card(s). A procedure which utilizes a shutdown protocol prevents 

continued ingress through the facility by making the card or identification badge inoperable. For this 

process to work effectively, training and practice are required. Practice consists of the following: 

•Determining the channel of communication for activating the shutdown protocol. 

•Disabling the card access by way of an onsite and offsite system (computer or mobile device). 

•Relaying information to those with "a need to know" that access has been suspended or terminated 

for a group or an individual due to emergency circumstances. 

Ensure that your access control software can manage a shutdown protocol. Without this safety 

measure an organization may leave open a vulnerability which can be exploited. For more 

information contact APB at 1.833.APB.SAFE or apbconsultingsolutions.com. 
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