
 

• L O CA TI O N  

Greenfield Water Reclamation Plant (Gilbert, 

AZ) 

 

A p r i l  1 ,  201 1 

 

• S U MM AR Y  

Working as the sole night shift employee, the 

suspect armed with a handgun walked through 

the facility turning off major operating systems in 

the plant. Leaving the systems off would result in 

a build up of methane gas potentially causing a 

large explosion. After a two-hour standoff with 

police the suspect surrendered, and the systems 

were returned to normal. 

 

• A N AL Y SI S NO T ES  

Sole treatment plant operator working alone.  

 

• Suspect called 911 three hours after the 

systems shutdown. 

 

• Suspect and his family lost their home to 

foreclosure two years prior. 
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I N F O R M A T I O N  B E C O M E S  I N T E L L I G E N C E  W H E N  

E X A M I N E D  A N D  D E V E L O P E D .  
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T H E  E V E N T  

  
SCHEDULE YOUR FACIL I TY THREAT  

ASSESSMENT AND TRAIN ING TODAY!  
 

after the date of hire. Far too many organizations rely on 

the initial background check for identifying a person's 

behavior. Behaviors change in some people and 

circumstances lead them to making poor decisions. One 

other example are quarterly evaluations for every 

employee. This may be time consuming, but it opens the 

door for discovering potential problems in an 

individual's work performance and private life. By 

identifying these problems help can be obtained sooner 

rather than later. In terms of security this becomes 

helpful for identifying vulnerabilities in company 

personnel. A physical facility checklist for safety and 

security is needed, however an internal checklist is 

equally required particularly in places having a dramatic 

effect on the well-being of public protection. 

Contact APB for further explanation on our threat 

reporting system and the method of implementation for 

any organization. 
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Have we become complacent in the over watch of our 

personnel? This does not mean and over reach into the 

personal lives of employees but what it does mean are 

developing methods used by the employer for identifying 

potential problems stemming from family issues, financial 

problems, or other personal events in the employee’s life 

which may affect their work habits. When it comes to 

critical infrastructure and examining the consequences 

that can affect the public, we must examine every possible 

security gap including personnel and issues in their life 

which may cause them to revert to a mindset of criminality. 

The intention is not spotlighting an employee for having life 

problems.  This is a means to discover a potential issue 

and handling that problem in the best interest of the 

company and employee. So how do we identify problem 

causing life issues within our workforce? One possible 

method would be to conduct annual background checks 

for identifying criminal behavior which may have occurred  

  

 

 

 

 

 


